Vocabulary

Asset Authentication- A security method of guaranteeing that a message is genuine,
that it has arrived unaltered, and that it comes from the source indicated.
Availability-Availability is best ensured by rigorously maintaining all hardware,
performing hardware repairs immediately when needed and maintaining a correctly
functioning operating system environment that is free of software conflicts.
Confidentiality-Confidentiality is roughly equivalent to privacy. Measures undertaken
to ensure confidentiality are designed to prevent sensitive information from reaching
the wrong people, while making sure that the right people can in fact get it: Access must
be restricted to those authorized to view the data in question.

Integrity-Integrity involves maintaining the consistency, accuracy, and trustworthiness
of data over its entire life cycle. Data must not be changed in transit, and steps must be
taken to ensure that data cannot be altered by unauthorized people (for example, in a
breach of confidentiality). These measures include file permissions and user access
controls.

Risk-The level or amount of exposure to an item when compared with other items. It is
a hazard or chance of loss. Risk is the degree of difference, as in, “What level of risk does
one threat have when compared to the other threats?”

Biometric System- A biometric system is a technological system that uses
information about a person (or other biological organism) to identify that person.
Biometric systems rely on specific data about unique biological traits in order to work
effectively

Brute Force Attack - A way of breaking an encrypted message by trying all possible
values of the key.

Denial of Service Attack (DoS Attack)- A DoS attempts to disrupt the network by
flooding the network with messages so that the network cannot process messages from
normal users

IP Spoofing- IP Spoofing is a technique used to gain unauthorized access to machines,
whereby an attacker illicitly impersonate another machine by manipulating IP packets.
IP Spoofing involves modifying the packet header with a forged (spoofed) source IP
address, a checksum, and the order value.

Business Continuity - is the ability of an organization to maintain essential functions
during, as well as after, a disaster has occurred

Disaster Recovery - (DR) involves a set of policies and procedures to enable the
recovery or continuation of vital technology infrastructure and systems following a
natural or human-induced disaster

Packet Level Firewall - A Packet Level Firewall protects an internal network against
unauthorized access and attack from a public or external network by blocking some



packets. Packets may be blocked based on source IP address, destination IP address,
source or destination TCP port number, other packet header fields, time of day or user
authentication.

Cryptography - Cryptography is closely related to the disciplines of cryptology and
cryptanalysis. Cryptography includes techniques such as microdots, merging words with
images, and other ways to hide information in storage or transit. However, in today's
computer-centric world, cryptography is most often associated with scrambling
plaintext (ordinary text, sometimes referred to as cleartext) into ciphertext (a process
called encryption), then back again (known as decryption). Individuals who practice this
field are known as cryptographers.

Symmetric - One Key Symmetric-key algorithms are algorithms for cryptography
that use the same cryptographic keys for both encryption of plaintext and decryption of
ciphertext. The keys may be identical or there may be a simple transformation to go
between the two keys.

Key - a key is a piece of information (a parameter) that determines the functional
output of a cryptographic algorithm. For encryption algorithms, a key specifies the
transformation of plaintext into ciphertext, and vice versa for decryption algorithms.
Keys also specify transformations in other cryptographic algorithms, such as digital
signature schemes and message authentication codes.

Key Management -Key management is the management of cryptographic keys in a
cryptosystem. This includes dealing with the generation, exchange, storage, use, and
replacement of keys. It includes cryptographic protocol design, key servers, user
procedures, and other relevant protocols.

Asymmetric Encryption - is a form of Encryption where keys come in pairs. What
one key encrypts, only the other can decrypt. Frequently (but not necessarily), the keys
are interchangeable, in the sense that if key A encrypts a message, then B can decrypt it,
and if key B encrypts a message, then key A can decrypt it.

RSA - is one of the first practical public-key cryptosystems and is widely used for
secure data transmission. In such a cryptosystem, the encryption key is public and
differs from the decryption key which is kept secret. In RSA, this asymmetry is based on
the practical difficulty of factoring the product of two large prime numbers, the factoring
problem.

Public and private key - symmetric Keys. Asymmetric keys, also known as
public/private key pairs, are used for asymmetric encryption. ... The public key of a key
pair is often distributed by means of a digital certificate. When one key of a key pair is
used to encrypt a message, the other key from that pair is required to decrypt the
message.



Public Key Infrastructure (PKI) - A public key infrastructure (PKI) is a set of roles,
policies, and procedures needed to create, manage, distribute, use, store, and revoke
digital certificates and manage public-key encryption.

Certificate Authority (CA) -In cryptography, a certificate authority or certification
authority (CA) is an entity that issues digital certificates. A digital certificate certifies the
ownership of a public key by the named subject of the certificate.

Data Encryption Standard (DES) - is a symmetric-key block cipher published by
the National Institute of Standards and Technology (NIST). DES is an implementation
of a Feistel Cipher. It uses 16 round Feistel structure. The block size is 64-bit.

Triple DES (3DES) - Triple DES (3DES), officially the Triple Data Encryption
Algorithm (TDEA or Triple DEA), is a symmetric-key block cipher, which applies the
Data Encryption Standard (DES) cipher algorithm three times to each data block.
Advanced Encryption Standard (AES) - is a symmetric block cipher used by the
U.S. government to protect classified information and is implemented in software and
hardware throughout the world to encrypt sensitive data.

Kerberos - is a network authentication protocol. It is designed to provide strong
authentication for client/server applications by using secret-key cryptography. A free
implementation of this protocol is available from the Massachusetts Institute of
Technology. Kerberos is available in many commercial products as well.

Secure Socket Layer (SSL) - is the standard security technology for establishing an
encrypted link between a web server and a browser. This link ensures that all data
passed between the web server and browsers remain private and integral.

IP Security Protocol (IPSEC)- is a protocol suite for secure Internet Protocol (IP)
communications that works by authenticating and encrypting each IP packet of a
communication session.

IPSec Tunnel Mode - When IPSec tunnel mode is used, IPSec encrypts the IP header
and the payload, whereas transport mode only encrypts the IP payload. Tunnel mode
provides the protection of an entire IP packet by treating it as an AH or ESP payload.















